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November 25, 2014 

 

 

VIA EMAIL (FOIAAppeals@doc.gov) 

 

Assistant General Counsel for Administration 

Room 5898-C 

U.S. Department of Commerce 

14
th

 and Constitution Avenue, NW 

Washington, DC 20230 

 

 RE: Freedom of Information Act Appeal, FOIA Log #DOC-NIST-2014-000699 

 

To whom it may concern: 

 

 The Center for Digital Democracy (CDD), through its attorneys at the Institute for Public 

Representation, files this administrative appeal of the above-referenced FOIA request.1 The 

Department of Commerce should reverse NIST’s decision in this case and require greater if not 

full disclosure of the requested documents because the agency failed to justify why certain 

documents were redacted under exemptions 4 and 5 and failed to segregate exempt from non-

exempt information. 

 

In March 2014, CDD submitted a FOIA request to NIST for the PRIVO application, and 

related documents, for a grant pursuant to the 2013 NSTIC Pilots Cooperative Agreement 

Program. NIST disclosed the application but it was redacted essentially in its entirety. 

Additionally, NIST’s letter appears to have misrepresented the number of documents withheld in 

                                                 
1 CDD filed its initial request on March 21, 2014 (Appendix A). NIST’s response letter, dated 

October 27, 2014, indicated that CDD had 30 calendar days to file an administrative appeal 

(Appendix B). 
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their entirety by grouping multiple documents. The letter claimed it entirely withheld twelve 

documents, though it appears more than twelve were fully redacted. 

 

NIST failed to explain the reasons supporting its reliance on exemptions 4 and 5 
 

 NIST principally relied on exemptions 4 and 5 to justify withholding entire documents 

and redacting significant portions of other documents. See Appendix B. NIST’s response, 

however, falls far short of the agency’s burden to sustain its exemption claims as required by 

FOIA and the Department of Commerce’s FOIA regulations.  

 

Under FOIA, agencies must “specifically identify[] the reasons why a particular 

exemption is relevant” and must “correlate[e] those claims with the particular part of a withheld 

document to which they apply.” Mead Data Ctr., Inc. v. U.S. Dep’t of the Air Force, 556 F.2d 

242, 251 (D.C. Cir. 1977). Under Department of Commerce FOIA regulations, NIST must 

provide FOIA requesters with “[a] brief statement of the reason(s) for the denial.” 15 CFR 

§4.7(e)(2).  

 

NIST provided no explanation for why it relied on exemptions 4 and 5, nor did it identify 

which specific parts of those exemptions apply. Redacted portions simply indicated “(b)(4)” or 

“(b)(5)” without further explanation, and NIST’s letter cited only the exemptions themselves.  

 

Explanations are particularly important in this context because both exemptions 4 and 5 

include multiple grounds for withholding information. Exemption 4 covers two types of 

information: trade secrets, and commercial or financial information obtained from a person and 

that is privileged or confidential. 5 USC §552(b)(4). Confidential business information, protected 

under the latter formulation, only applies to voluntarily submitted information. Nat’l Parks & 

Conservation Ass’n v. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974). Grant applications, which are 

required to realize the benefits of a voluntary program, are typically considered involuntarily 

submitted. Lykes Bros. Steamship Co., Inc. v. Pena, No. 92-2780-TFH, 1993 WL 786964 at *5 

n.4 (D.D.C. Sept. 2, 1993) (citing Critical Mass Energy Project v. Nuclear Regulatory 

Commission, 975 F.2d 871, 880 (D.C. Cir. 1992)). Without an explanation from NIST, CDD 

cannot properly assess the propriety of the agency’s withholding. 

 

Exemption 5 protects inter- and intra-agency documents that would be undiscoverable in 

litigation. 5 USC §552(b)(5). This exemption requires that the documents originate from an 

agency, and it protects at least five types of privilege: deliberative process, attorney work 

product, attorney-client privilege, confidential commercial information, and reports of expert 

witnesses. Each privilege consists of definitions and tests that require analysis. See Dep’t of 

Interior v. Klamath Water Users Protective Ass’n, 532 U.S. 1, 8 (2001); Tigue v. U.S. Dep’t of 

Justice, 312 F.3d 70, 77 (2d Cir. 2002). NIST claimed it withheld six documents in their entirety 

under exemption 5. CDD cannot determine the source of these documents to potentially 

challenge that threshold determination, nor can CDD challenge the specific privilege relied upon. 

 

NIST’s failure to provide even rudimentary support for its decision is sufficient to reverse 

and require greater if not full disclosure of the documents. However, NIST’s failure to segregate 

exempt from non-exempt information further necessitates reversing the decision. 
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NIST failed to segregate exempt from non-exempt information 

 

 NIST’s response is also deficient because it withheld at least a dozen documents in their 

entirety and large portions of many other partially released documents indicating that the agency 

failed to separate exempt from non-exempt information.  

 

FOIA requires agencies to disclose portions of records that are “reasonably segregable” 

from exempt information. 5 USC §552(b). Agencies may not issue “sweeping, generalized 

claims of exemption for documents.” Mead, 556 F.2d at 260; see also Schiller v. NLRB, 964 F.2d 

1205, 1209 (D.C. Cir. 1992) (an agency “cannot justify withholding an entire document simply 

by showing that it contains some exempt materials.”). When an agency claims it cannot 

segregate information within documents, it must “describe what proportion of the information in 

a [withheld] document is non-exempt and how that material is dispersed throughout the 

document.” Mead, 556 F.2d at 261. 

 

 The records provided by NIST failed to explain why the information in the documents 

was not segregable. For example, CDD’s primary interest in the FOIA request was PRIVO’s 

proposal it submitted to NIST. In response to that request, NIST disclosed basic information 

from the application (e.g. names and contact information) but fully redacted PRIVO’s proposal. 

See Appendix C at 11. It is simply implausible that in a fifty-two page application there is no 

disclosable language other than the cover page. It is likely that there is information in the 

proposal that is segregable, including summaries and factual information that would fall outside 

of the exemption. Additionally, NIST put applicants on notice that “[o]nce an award is made, 

most grant-related information submitted to NIST, either in the application or in the post-award 

phase is considered public information and is subject to possible release under [FOIA].” 

Appendix D at 8. In any event, NIST made no effort to segregate that information or provide a 

reason why it could not.  

 

NIST failed to provide any explanation as to why the documents were fully redacted. 

Therefore, this decision should be reversed and the documents should be disclosed in full. 

 

 

 

 

 Respectfully submitted, 

 

/s/ 

 Eric Null 

Angela J. Campbell 

Institute for Public Representation 

 

Counsel for Center for Digital Democracy 
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March 21, 2014 
 

 
Catherine S. Fletcher, FOIA & Privacy Act Officer 
National Institute of Standards and Technology (NIST) 
100 Bureau Drive, STOP 1710 
Gaithersburg, MD 20899-1710 
 

Re: Freedom of Information Act Request 
 
Dear Ms. Fletcher: 

This is a request under the Freedom of Information Act (FOIA), 5 U.S.C. § 552, on 
behalf of the Center for Digital Democracy (CDD).  

In January 2013, NIST announced a federal funding opportunity called the 
National Strategy for Trusted Identities in Cyberspace (NSTIC) Pilots Cooperative 
Agreement Program.1 This request concerns one of the program’s grantees: Privacy 
Vaults Online, Inc. (PRIVO).2 Specifically, CDD requests a copy of the following 
records: 

                                                 
1 Funding Opportunity Number: 2013-NIST-NSTIC-01. Announcement of Federal Funding 
Opportunity: National Strategy for Trusted Identities in Cyberspace (NSTIC) Pilots 
Cooperative Agreement Program, Nat’l Inst. of Standards and Tech. (Jan. 29, 2013), 
http://www.nist.gov/nstic/2013-NIST-NSTIC-01-FFO-final.pdf.  
2 See NIST Awards Grants to Improve Online Security and Privacy, Nat’l Inst. of Standards 
and Tech. (Sept. 17, 2013), http://www.nist.gov/itl/nstic-091713.cfm.  
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• Full grant proposal from PRIVO, including technical proposal 
and budget narrative, submitted in response to the 2013 NSTIC 
Pilots Cooperative Agreement Program and granted on 
September 17, 2013; 

• Any amendments or supplemental information submitted by 
PRIVO in support of its proposal;  

• Any other correspondence, including email, between PRIVO 
and NIST regarding PRIVO’s proposal; and 

• Any and all documents NIST created related to approval of 
PRIVO’s proposal. 

 
Request for Fee Waiver 

CDD is entitled to receive the requested records with only reasonable 
duplication fees assessed. 5 U.S.C. § 552(a)(4)(A). CDD is a leading organization 
advocating for consumer protections in the digital age. CDD staff very frequently uses 
its editorial skills to create original reports and blog posts from information it collects 
from industry, government, and other sources. Visit www.democraticmedia.org and 
www.digitalads.org for examples of public reports and analysis created by CDD. 
Through these reports and blog posts, CDD provides information and expert analysis 
about vital current events to policymakers, journalists, and the public. The information 
requested in this FOIA letter will help CDD educate vast segments of the public, 
including parents and other consumers, about issues regarding the protection of 
children online and the government funding of a new digital industry. 

As the requested records were electronically submitted to NIST, CDD requests 
that you provide the records in their original electronic format. However, if portions of 
the record must be provided in paper format and you estimate that fees will exceed $25, 
please notify me before completing my request. 

Duty to Segregate Non-Exempt Information 

Should any of the information requested be exempt from release under FOIA, 
you are required to release the nonexempt records. 5 U.S.C. § 552(b). Agencies are not 
allowed to issue “sweeping, generalized claims of exemption for documents,” but must 
instead redact only the information that is truly exempt. Mead Data Ctr., Inc. v. U.S. 
Dep’t of the Air Force, 556 F.2d 242, 260 (D.C. Cir. 1977). 

Thank you for your consideration of this request. As provided in 15 C.F.R. § 
4.6(b), CDD anticipates your response to this request within 20 business days. For 

http://www.democraticmedia.org/
http://www.digitalads.org/
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questions regarding this request please contact me at (202) 662-9545 or 
egn7@law.georgetown.edu.  
  
 Sincerely, 

 
/s/ 

 Eric G. Null 
Angela J. Campbell 
Institute for Public Representation 
 
Counsel for Center for Digital Democracy 
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Version 02

OMB Number: 4040-0004
Expiration Date: 01/31/2009

* 1. Type of Submission: * 2. Type of Application:

* 3. Date Received: 4. Applicant Identifier:

5a. Federal Entity Identifier: * 5b. Federal Award Identifier:

6. Date Received by State: 7. State Application Identifier:

* a. Legal Name:

* b. Employer/Taxpayer Identification Number (EIN/TIN): * c. Organizational DUNS:

* Street1:

Street2:

* City:

County:

* State:

Province:

* Country:

* Zip / Postal Code:

Department Name: Division Name:

Prefix: * First Name:

Middle Name:

* Last Name:

Suffix:

Title:

Organizational Affiliation:

* Telephone Number: Fax Number:

* Email:

* If Revision, select appropriate letter(s):

* Other (Specify)

State Use Only:

8. APPLICANT INFORMATION:

d. Address:

e. Organizational Unit:

f. Name and contact information of person to be contacted on matters involving this application:

Application for Federal Assistance SF-424

Preapplication

Application

Changed/Corrected Application

New

Continuation

Revision

1982

Privacy Vaults Online, Inc. 

Ms. Denise

G.

Tayloe

President & CEO

703-932-4979 703-783-8752

dtayloe@privo.com

1651 Old Meadow Road

22102-4321

VA: Virginia

USA: UNITED STATES

Fairfax

McLean

Suite 500

05/14/2013

(b) (4) (b) (4)



9. Type of Applicant 1: Select Applicant Type:

Type of Applicant 2: Select Applicant Type:

Type of Applicant 3: Select Applicant Type:

* Other (specify):

* 10. Name of Federal Agency:

11. Catalog of Federal Domestic Assistance Number:

CFDA Title:

* 12. Funding Opportunity Number:

* Title:

13. Competition Identification Number:

Title:

14. Areas Affected by Project (Cities, Counties, States, etc.):

* 15. Descriptive Title of Applicant's Project:

Attach supporting documents as specified in agency instructions.

Version 02

OMB Number: 4040-0004
Expiration Date: 01/31/2009

Application for Federal Assistance SF-424

R: Small Business

National Institute of Standards and Technology

APP-2013-NIST-NSTIC-01

Application for 2013-NIST-NSTIC-01 Finalists 

APP-2013-NIST-NSTIC-01

To Create, Administer and Advance the Minors Trust Framework to Deliver Parental Consent at 
Internet Scale

View AttachmentsDelete AttachmentsAdd Attachments



* a. Federal

* b. Applicant

* c. State

* d. Local

* e. Other

* f.  Program Income

* g. TOTAL

.

Prefix: * First Name:

Middle Name:

* Last Name:

Suffix:

* Title:

* Telephone Number:

* Email:

Fax Number:

* Signature of Authorized Representative: * Date Signed:

18. Estimated Funding ($):

21. *By signing this application, I certify (1) to the statements contained in the list of certifications** and (2) that the statements 
herein are true, complete and accurate to the best of my knowledge. I also provide the required assurances** and agree to 
comply with any resulting terms if I accept an award. I am aware that any false, fictitious, or fraudulent statements or claims  may 
subject me to criminal, civil, or administrative penalties. (U.S. Code, Title 218, Section 1001)

** The list of certifications and assurances, or an internet site where you may obtain this list, is contained in the announcement or agency 
specific instructions.

Authorized Representative:

Authorized for Local Reproduction Standard Form 424 (Revised 10/2005)
Prescribed by OMB Circular A-102

OMB Number: 4040-0004
Expiration Date: 01/31/2009

Application for Federal Assistance SF-424

* a. Applicant

Attach an additional list of Program/Project Congressional Districts if needed.

* b. Program/Project

* a. Start Date: * b. End Date:

16. Congressional Districts Of:

17. Proposed Project:

Version 02

VA-10 US-All

a. This application was made available to the State under the Executive Order 12372 Process for review on

b. Program is subject to E.O. 12372 but has not been selected by the State for review.

c. Program is not covered by E.O. 12372.

Yes No

** I AGREE

Tayloe

G.

DeniseMs.

President & CEO

dtayloe@privo.com

703-932-4979

Denise Tayloe

09/01/2013 08/31/2015

* 20. Is the Applicant Delinquent On Any Federal Debt? (If "Yes", provide explanation.)

* 19. Is Application Subject to Review By State Under Executive Order 12372 Process?

View AttachmentDelete AttachmentAdd Attachment

05/14/2013

(b) (4)



Version 02

OMB Number: 4040-0004
Expiration Date: 01/31/2009

The following field should contain an explanation if the Applicant organization is delinquent on any Federal Debt. Maximum number of 
characters that can be entered is 4,000.  Try and avoid extra spaces and carriage returns to maximize the availability of space.

Application for Federal Assistance SF-424

* Applicant Federal Debt Delinquency Explanation



SECTION A - BUDGET SUMMARY

$

BUDGET INFORMATION - Non-Construction Programs OMB Number: 4040-0006
Expiration Date: 06/30/2014

Grant Program 
Function or 

Activity

(a)

Catalog of Federal 
Domestic Assistance 

Number
(b)

Estimated Unobligated Funds New or Revised Budget

Federal
(c)

Non-Federal
(d)

Federal
(e)

Non-Federal
(f)

Total
(g)

5.        Totals

4.

3.

2.

1. $ $ $ $

$$$$

Application for 
2013-NIST-NSTIC-01 
Finalists(APP-2013-
NIST-NSTIC-01)

11.609

Application for 
2013-NIST-NSTIC-01 
Finalists(APP-2013-
NIST-NSTIC-01)

11.609

$

Standard Form 424A (Rev. 7- 97)
Prescribed by OMB (Circular A -102) Page 1

(b) (4) (b) (4)

(b) (4) (b) (4)

(b) (4) (b) (4)



SECTION B - BUDGET CATEGORIES

7. Program Income

d. Equipment

e. Supplies

f. Contractual

g. Construction

h. Other

j. Indirect Charges

k. TOTALS (sum of 6i and 6j)

i. Total Direct Charges (sum of 6a-6h)

(1)

Authorized for Local Reproduction
Prescribed by OMB (Circular A -102)  Page 1A

Standard Form 424A (Rev. 7- 97)

GRANT PROGRAM, FUNCTION OR ACTIVITY
(2) (3) (4) (5)

Total6. Object Class Categories

a. Personnel

b. Fringe Benefits

c. Travel

Application for 
2013-NIST-NSTIC-01 
Finalists(APP-2013-
NIST-NSTIC-01)

Application for 
2013-NIST-NSTIC-01 
Finalists(APP-2013-
NIST-NSTIC-01)

$

$

$

(b) (4)



SECTION D - FORECASTED CASH NEEDS

14. Non-Federal

SECTION C - NON-FEDERAL RESOURCES
(a) Grant Program (b) Applicant (d)  Other Sources(c) State  (e)TOTALS

$

$

$ $ $

$

$

$

$

$8.

9.

10.

11.

12. TOTAL (sum of lines 8-11)

15. TOTAL (sum of lines 13 and 14)

13. Federal

Total for 1st Year 1st Quarter 2nd Quarter 3rd Quarter 4th Quarter

$ $

$ $ $

$ $ $ $

FUTURE FUNDING PERIODS     (YEARS)

SECTION F - OTHER BUDGET INFORMATION

SECTION E - BUDGET ESTIMATES OF FEDERAL FUNDS NEEDED FOR BALANCE OF THE PROJECT

Authorized for Local Reproduction

$

$

$ $

$

$16.

17.

18.

19.

20. TOTAL (sum of lines 16 - 19)

21. Direct Charges: 22. Indirect Charges:

23. Remarks:

(a) Grant Program
 (b)First (c) Second (d) Third (e) Fourth

Application for 2013-NIST-NSTIC-01 Finalists(APP-2013-NIST-
NSTIC-01)

0

$ $

Standard Form 424A (Rev. 7- 97)
Prescribed by OMB (Circular A -102)  Page 2

(b) (4)

(b) (4)

(b) (4)

(b) (4)



1.

OMB Number: 4040-0007 
Expiration Date: 06/30/2014

ASSURANCES - NON-CONSTRUCTION PROGRAMS
Public reporting burden for this collection of information is estimated to average 15 minutes per response, including time for reviewing 
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of 
information. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for 
reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0040), Washington, DC 20503. 
  
PLEASE DO NOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET.  SEND  
IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY.

NOTE: Certain of these assurances may not be applicable to your project or program. If you have questions, please contact  the 
awarding agency. Further, certain Federal awarding agencies may require applicants to certify to additional assurances. 
If such is the case, you will be notified.

As the duly authorized representative of the applicant, I certify that the applicant:

Has the legal authority to apply for Federal assistance 
and the institutional, managerial and financial capability 
(including funds sufficient to pay the non-Federal share 
of project cost) to ensure proper planning, management 
and completion of the project described in this 
application.

Act of 1973, as amended (29 U.S.C. §794), which 
prohibits discrimination on the basis of handicaps; (d) 
the Age Discrimination Act of 1975, as amended (42 U.
S.C. §§6101-6107), which prohibits discrimination on 
the basis of age; (e) the Drug Abuse Office and 
Treatment Act of 1972 (P.L. 92-255), as amended, 
relating to nondiscrimination on the basis of drug 
abuse; (f) the Comprehensive Alcohol Abuse and 
Alcoholism Prevention, Treatment and Rehabilitation 
Act of 1970 (P.L. 91-616), as amended,  relating to 
nondiscrimination on the basis of alcohol abuse or 
alcoholism; (g) §§523 and 527 of the Public Health 
Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290 
ee- 3), as amended, relating to confidentiality of alcohol 
and drug abuse patient records; (h) Title VIII of the Civil 
Rights Act of 1968 (42 U.S.C. §§3601 et seq.), as 
amended, relating to nondiscrimination in the sale, 
rental or financing of housing; (i) any other 
nondiscrimination provisions in the specific statute(s) 
under which application for Federal assistance is being 
made; and, (j) the requirements of any other 
nondiscrimination statute(s) which may apply to the 
application.

2. Will give the awarding agency, the Comptroller General 
of the United States and, if appropriate, the State, 
through any authorized representative, access to and 
the right to examine all records, books, papers, or 
documents related to the award; and will establish a 
proper accounting system in accordance with generally 
accepted accounting standards or agency directives.

3. Will establish safeguards to prohibit employees from 
using their positions for a purpose that constitutes or 
presents the appearance of personal or organizational 
conflict of interest, or personal gain.

4. Will initiate and complete the work within the applicable 
time frame after receipt of approval of the awarding 
agency.

5. Will comply with the Intergovernmental Personnel Act of 
1970 (42 U.S.C. §§4728-4763) relating to prescribed 
standards for merit systems for programs funded under  
one of the 19 statutes or regulations specified in  
Appendix A of OPM's Standards for a Merit System of 
Personnel Administration (5 C.F.R. 900, Subpart F).

6. Will comply with all Federal statutes relating to 
nondiscrimination. These include but are not limited to: 
(a) Title VI of the Civil Rights Act of 1964 (P.L. 88-352) 
which prohibits discrimination on the basis of race, color 
or national origin; (b) Title IX of the Education 
Amendments of 1972, as amended (20 U.S.C.§§1681- 
1683,  and 1685-1686), which prohibits discrimination on  
the basis of sex; (c) Section 504 of the Rehabilitation

Previous Edition Usable Standard Form 424B (Rev. 7-97)
Prescribed by OMB Circular A-102Authorized for Local Reproduction

7. Will comply, or has already complied, with the 
requirements of Titles II and III of the Uniform 
Relocation Assistance and Real Property Acquisition 
Policies Act of 1970 (P.L. 91-646) which provide for 
fair and equitable treatment of persons displaced or 
whose property is acquired as a result of Federal or 
federally-assisted programs. These requirements 
apply to all interests in real property acquired for 
project purposes regardless of Federal participation in 
purchases.

8. Will comply, as applicable, with provisions of the 
Hatch Act (5 U.S.C. §§1501-1508 and 7324-7328) 
which limit the political activities of employees whose 
principal employment activities are funded in whole 
or in part with Federal funds.



Standard Form 424B (Rev. 7-97) Back

9.

12.

Will comply, as applicable, with the provisions of the Davis- 
Bacon Act (40 U.S.C. §§276a to 276a-7), the Copeland Act 
(40 U.S.C. §276c and 18 U.S.C. §874), and the Contract 
Work Hours and Safety Standards Act (40 U.S.C. §§327- 
333), regarding labor standards for federally-assisted 
construction subagreements.

Will comply with the Wild and Scenic Rivers Act of 
1968 (16 U.S.C. §§1271 et seq.) related to protecting 
components or potential components of the national 
wild and scenic rivers system.

10. Will comply, if applicable, with flood insurance purchase 
requirements of Section 102(a) of the Flood Disaster 
Protection Act of 1973 (P.L. 93-234) which requires 
recipients in a special flood hazard area to participate in the 
program and to purchase flood insurance if the total cost of 
insurable construction and acquisition is $10,000 or more.

11. Will comply with environmental standards which may be 
prescribed pursuant to the following: (a) institution of 
environmental quality control measures under the National 
Environmental Policy Act of 1969 (P.L. 91-190) and 
Executive Order (EO) 11514; (b) notification of violating 
facilities pursuant to EO 11738; (c) protection of wetlands 
pursuant to EO 11990; (d) evaluation of flood hazards in 
floodplains in accordance with EO 11988; (e) assurance of 
project consistency with the approved State management 
program developed under the Coastal Zone Management 
Act of 1972 (16 U.S.C. §§1451 et seq.); (f) conformity of 
Federal actions to State (Clean Air) Implementation Plans 
under Section 176(c) of the Clean Air Act of 1955, as 
amended (42 U.S.C. §§7401 et seq.); (g) protection of 
underground sources of drinking water under the Safe 
Drinking Water Act of 1974, as amended (P.L. 93-523); 
and, (h) protection of endangered species under the 
Endangered Species Act of 1973, as amended (P.L. 93- 
205).

13. Will assist the awarding agency in assuring compliance 
with Section 106 of the National Historic Preservation 
Act of 1966, as amended (16 U.S.C. §470), EO 11593
(identification and protection of historic properties), and 
the Archaeological and Historic Preservation Act of  
1974 (16 U.S.C. §§469a-1 et seq.).

14. Will comply with P.L. 93-348 regarding the protection of 
human subjects involved in research, development, and 
related activities supported by this award of assistance.

15. Will comply with the Laboratory Animal Welfare Act of 
1966 (P.L. 89-544, as amended, 7 U.S.C. §§2131 et 
seq.) pertaining to the care, handling, and treatment of 
warm blooded animals held for research, teaching, or 
other activities supported by this award of assistance.

16. Will comply with the Lead-Based Paint Poisoning 
Prevention Act (42 U.S.C. §§4801 et seq.) which 
prohibits the use of lead-based paint in construction or 
rehabilitation of residence structures.

17. Will cause to be performed the required financial and 
compliance audits in accordance with the Single Audit 
Act Amendments of 1996 and OMB Circular No. A-133, 
"Audits of States, Local Governments, and Non-Profit 
Organizations."

18. Will comply with all applicable requirements of all other 
Federal laws, executive orders, regulations, and policies 
governing this program.

* SIGNATURE OF AUTHORIZED CERTIFYING OFFICIAL * TITLE

* DATE SUBMITTED* APPLICANT ORGANIZATION

President & CEO

Privacy Vaults Online, Inc. 

Denise Tayloe

05/14/2013

Will comply with the requirements of Section 106(g) of 
the Trafficking Victims Protection Act (TVPA) of 2000, as 
amended (22 U.S.C. 7104) which prohibits grant award 
recipients or a sub-recipient from (1) Engaging in severe 
forms of trafficking in persons during the period of time 
that the award is in effect (2) Procuring a commercial 
sex act during the period of time that the award is in 
effect or (3) Using forced labor in the performance of the 
award or subawards under the award.
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CERTIFICATION REGARDING LOBBYING 

FORM CD-511
(REV 1-05)

U.S. DEPARTMENT OF COMMERCE

Applicants should also review the instructions for certification included in the regulations before completing this form. Signature on this form provides for 
compliance with certification requirements under 15 CFR Part 28, 'New Restrictions on Lobbying.' The certifications shall be treated as a material representation 
of fact upon which reliance will be placed when the Department of Commerce determines to award the covered transaction, grant, or cooperative agreement.

LOBBYING

As required by Section 1352, Title 31 of the U.S. Code, and implemented 
at 15 CFR Part 28, for persons entering into a grant, cooperative 
agreement or contract over $100,000 or a loan or loan guarantee over 
$150,000 as defined at 15 CFR Part 28, Sections 28.105 and 28.110, the 
applicant certifies that to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on 
behalf of the undersigned, to any person for influencing or attempting to 
influence an officer or employee of any agency, a Member of Congress in 
connection with the awarding of any Federal contract, the making of any 
Federal grant, the making of any Federal loan, the entering into of any 
cooperative agreement, and the extension, continuation, renewal, 
amendment, or modification of any Federal contract, grant, loan, or 
cooperative agreement.

(2) If any funds other than Federal appropriated funds have been paid or will 
be paid to any person for influencing or attempting to influence an officer or 
employee of any agency, a Member of Congress, an officer or employee of 
Congress, or an employee of a member of Congress in connection with  
this Federal contract, grant, loan, or cooperative agreement, the 
undersigned shall complete and submit Standard Form-LLL, 'Disclosure 
Form to Report Lobbying.' in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be 
included in the award documents for all subawards at all tiers (including 
subcontracts, subgrants, and contracts under grants, loans, and 
cooperative agreements) and that all subrecipients shall certify and  
disclose accordingly.

This certification is a material representation of fact upon which reliance 
was placed when this transaction was made or entered into. Submission of 
this certification is a prerequisite for making or entering into this  
transaction imposed by section 1352, title 31, U.S. Code. Any person who 
fails to file the required certification shall be subject to a civil penalty of not 
less than $10,000 and not more than $100,000 for each such failure 
occurring on or before October 23, 1996, and of not less than $11,000 and 
not more than $110,000 for each such failure occurring after October 23, 
1996.

Statement for Loan Guarantees and Loan Insurance

The undersigned states, to the best of his or her knowledge and belief, 
that: 

In any funds have been paid or will be paid to any person for influencing or 
attempting to influence an officer or employee of any agency, a Member of 
Congress, an officer or employee of Congress, or an employee of a 
Member of Congress in connection with this commitment providing for the 
United States to insure or guarantee a loan, the undersigned shall 
complete and submit Standard Form-LLL, 'Disclosure Form to Report 
Lobbying,' in accordance with its instructions.

Submission of this statement is a prerequisite for making or entering into 
this transaction imposed by section 1352, title 31, U.S. Code. Any person  
who fails to file the required statement shall be subject to a civil penalty of 
not less than $10,000 and not more than $100,000 for each such failure 
occurring on or before October 23, 1996, and of not less than $11,000 and 
not more than $110,000 for each such failure occurring after October 23, 
1996.

As the duly authorized representative of the applicant, I hereby certify that the applicant will comply with the above applicable certification.

* NAME OF APPLICANT

* AWARD NUMBER * PROJECT NAME

Prefix: * First Name: Middle Name:

* Last Name: Suffix:

* Title:

* SIGNATURE: * DATE:

Denise Tayloe 05/14/2013

Privacy Vaults Online, Inc. 

1982 The Minors Trust Framework; Parent Consent at 
Internet Scale

Ms. Denise G.

Tayloe

President & CEO



PRIVO's proposal, which follows, contains information and data which are privileged, confidential, and/or proprietary to 
PRIVO. This information and data is commercially sensitive in nature, is not made available for public review, and is 
submitted on a confidential basis only in response to this Federal Funding Opportunity. No other use of the information 
and data contained herein is permitted without the express written permission of PRIVO. Under no condition should the 
information contained herein be provided in any manner whatsoever to any third party without first receiving the express 
written permission of PRIVO. 

National Institute of Standards and Technology (NIST) 
National Strategy for Trusted Identities in Cyberspace (NSTIC) 

Pilot Grant Program 
Funding Opportunity: 2013-NIST-NSTIC-01 

The Minors Trust Framework &  
The PRIVO Parent’s Hub: 

Parental Consent at Internet Scale 

Submission of 
Privacy Vaults Online, Inc. d/b/a PRIVO 

May 14, 2013 

Contact: 
Denise Tayloe, President & CEO 
PRIVO 
1651 Old Meadow Road, Suite 500 
McLean, Virginia 22102-4321 
P:  (571) 297-1798 
E:  DTayloe@PRIVO.com 
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