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The Honorable Joseph Simons The Honorable Noah Phillips
Chairman Commissioner

Federal Trade Commission Federal Trade Commission

600 Pennsylvania Avenue, NW 600 Pennsylvania Avenue, NW
Washington, DC 20580 Washington, DC 20580

The Honorable Rohit Chopra The Honorable Rebecca Slaughter
Commissioner Commissioner

Federal Trade Commission Federal Trade Commission

600 Pennsylvania Avenue, NW 600 Pennsylvania Avenue, NW
Washington, DC 20580 Washington, DC 20580

The Honorable Christine Wilson
Commissioner

Federal Trade Commission

600 Pennsylvania Avenue, NW
Washington, DC 20580

Dear Chairman Simons, Commissioner Phillips, Commissioner Chopra, Commissioner Slaughter, and
Commissioner Wilson:

The Campaign for a Commercial-Free Childhood (CCFC) and Center for Digital Democracy (CDD) have
been encouraged by recent media reports that the Federal Trade Commission is preparing to take action
against Google and YouTube for violating the Children’s Online Privacy Protection Act (COPPA). CCFC
and CDD, represented by the Institute for Public Representation at Georgetown Law (IPR), are the
organizations responsible for drafting the Request to Investigate Google and YouTube filed with the FTC
on April 9, 2018. Previously, IPR filed on behalf of CCFC and CDD Requests to Investigate YouTube’s
promotion of unfair and deceptive influencer marketing to children (October 21, 2016) and unfair and
deceptive marketing practices on YouTube Kids (April 7, and November 24, 2015).

As you are aware, YouTube has profited enormously by hosting channels and videos of nursery rhymes,
unboxing videos, popular cartoons, and other content specifically designed for children on the main
YouTube platform. But instead of getting the verifiable parental consent required before collecting
children’s personal information, Google claims that YouTube is not for children under thirteen, and
therefore, no consent is required. This defense is outlandish given that YouTube is the number one
online destination for kids.

In short, Google has profited by violating the law and the privacy of tens of millions of children. For this
reason, the FTC must sanction Google at a scale commensurate with the company’s unprecedented and



unparalleled violations of COPPA. As we pointed out in our Request to Investigate, the maximum civil
penalties should be imposed because:

Google had actual knowledge of both the large number of child-directed channels on
YouTube and the large numbers of children using YouTube. Yet, Google collected
personal information from nearly 25 million children in the U.S over a period of years,
and used this data to engage in very sophisticated digital marketing techniques.
Google’s wrongdoing allowed it to profit in two different ways: Google has not only
made a vast amount of money by using children’s personal information as part of its ad
networks to target advertising, but has also profited from advertising revenues from ads
on its YouTube channels that are watched by children. [April 9, 2018 Request to
Investigate at 26-27 (footnotes omitted)].

Moreover, any consent order must mandate meaningful changes to YouTube’s business practices. For
example, all child-directed content should be placed on a separate platform where targeted advertising,
commercial data collection, links to other sites or content, and autoplay are prohibited. Google must
also live up to its Terms of Service — which stipulate YouTube is only for persons thirteen and older — by
removing all kids’ content from the main YouTube platform. By ensuring such changes, the Commission
will do a tremendous service to America’s families seeking to provide a healthy media environment for
their children, while sending a clear message to all online and mobile operators that no one is above the
law.

Google’s disregard of children’s welfare is demonstrated not only by the evidence in our complaints, but
by numerous reports of violent, sexual and other inappropriate content available to children on both
YouTube Kids and on the main YouTube platform. Moreover, the company refused to turn off
recommendations on videos featuring young children in leotards and bathing suits even after
researchers demonstrated YouTube’s algorithm was recommending these videos to pedophiles. These
ongoing and serious issues require that the FTC take strong action. We believe that Google should repay
America’s families by creating a truly safe space for kids and fostering the production of quality non-
commercial children’s programming.

Attached you will find a list of recommended penalties and conditions to be included in a final consent
order. We would be happy to meet with you to discuss our proposed remedies in greater detail. Thank
you.

Sincerely,

Jeffrey Chester Josh Golin Angela J. Campbell
Executive Director Executive Director Director

Center for Digital Democracy Campaign for a Commercial- Institute for Public

Free Childhood Representation
Georgetown Law

Encl.: Proposed Consent Order Penalties and Conditions



Proposed Consent Order Penalties and Conditions
The FTC should seek a 20-year consent decree which includes the following forms of relief:

Injunctive relief

e Destroy all data collected from children under 13, in all forms in Google’s possession, including
inferences drawn from this data, custody, or control of YouTube and all of Alphabet’s
subsidiaries engaged in online data collection or commercial uses (e.g. advertising), including,
but not limited to, Google Ads, Google Marketing Platform and their predecessors.

e Immediately stop collecting data from any user known to be under age 13, and any user that a
reasonable person would likely believe to be under age 13, including, but not limited to, persons
that are viewing any channel or video primarily directed to children, persons who have been
identified for targeted ads based on being under 13 or any proxy for under 13 (e.g., grade in
school, interest in toys, etc.), or any other factors.

e |dentify, as of the date of this consent order, as well as on an ongoing basis, any users under age
13, and prohibit them from accessing content on YouTube. Prohibit users under age 13 from
accessing content on YouTube Kids unless and until YouTube has provided detailed notice to
parents, obtained parental consent, and complied with all of the other requirements of COPPA
and this consent order.

e Remove all channels in the Parenting and Family lineup, as well as any other YouTube channels
and videos directed at children, from YouTube. YouTube may make such channels and videos
available on a platform specifically intended for children (e.g. YouTube Kids) only after qualified
human reviewers have reviewed the content and determined that the programming comply
with all of the policies for YouTube’s child-directed platform, which must include, but are not
limited to:

o No data collection for commercial purposes. Any data collected for “internal purposes”
must be clearly identified as to what is being collected, for what purpose, and who has
access to the data. It may not be sold to any third parties.

No links out to other sites or online services.

No recommendations or autoplay.

No targeted marketing.

No product or brand integration, including influencer marketing.
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Consumer education

e Require Google to fund independent organizations to undertake educational campaigns to help
children and parents understand the true nature of Google’s data-driven digital marketing
systems and its potential impacts on children’s wellbeing and privacy.

e Require Google to publicly admit (in advertising and in other ways) that it has violated the law
and warn parents that no one under 13 should use YouTube.

Record keeping and monitoring provisions

e  Google must submit to an annual audit by a qualified, independent auditor to ensure that
Google is complying with all aspects of the consent decree.



e The auditor must submit their report to the FTC. The FTC shall provide reports to Congress
about the findings. All of the annual audits must be publicly available without redaction on the
Commission’s website within 30 days of receipt.

e Google may not launch any new child-directed service until the new service has been reviewed
and approved by an independent panel of experts — including child development and privacy
experts — to be appointed by the FTC.

e Google must retain, and make available to the FTC on request, documentation of its compliance
with the consent decree.

Civil penalties and other monetary relief

e Google will pay the maximum possible civil penalties — $42,530 per violation. Whether violations
are counted per child or per day, the total amount of the penalty must be sufficiently high to
deter Google and YouTube from any further violations of COPPA.

e Google to establish a $100 million fund to be used to support the production of nhoncommercial,
high-quality, and diverse content for children. Decisions about who receives this money must be
insulated from influence by Google.

In addition, we ask the FTC to consider using its authority under Section 13(b) of the FTC Act to require
Google and YouTube to disgorge ill-gotten gains, and to impose separate civil penalties on the
management personnel at Google and YouTube who knowingly allowed these COPPA violations to
occur.



