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The	  Center	  for	  Digital	  Democracy	  is	  pleased	  to	  take	  this	  opportunity	  to	  offer	  its	  
comments	  in	  anticipation	  of	  the	  Federal	  Trade	  Commission’s	  upcoming	  public	  
workshop	  on	  the	  “Privacy	  and	  Security	  Implications	  of	  the	  Internet	  of	  Things.”	  This	  
discussion	  is	  especially	  timely.	  For	  despite	  the	  commission’s	  insistence	  on	  couching	  
its	  inquiry	  in	  terms	  of	  “the	  not	  too	  distant	  future,”	  CDD	  is	  convinced	  that	  this	  future	  
has	  already	  arrived,	  driven	  by	  advances	  in	  mobile,	  geo-‐location	  applications,	  
increasingly	  sophisticated	  facial	  recognition	  systems,	  digital	  signage	  applications,	  
offline	  and	  online	  data	  tracking	  and	  targeting,	  and	  the	  attendant	  growth	  of	  
“advanced	  advertising,”	  including	  real-‐time	  ad	  targeting	  exchanges.1	  The	  “Constant	  
Connectivity”	  that	  is	  emblematic	  of	  today’s	  digital	  consumer	  provides	  the	  
framework	  for	  addressing	  the	  Internet	  of	  Things—now.2	  The	  commission	  has	  lagged	  
in	  developing	  the	  privacy	  and	  consumer	  safeguards	  necessary	  to	  protect	  consumers	  
from	  the	  array	  of	  contemporary	  services	  that	  now	  closely	  follow	  and	  analyze	  them	  
throughout	  their	  daily	  lives.	  Of	  significant	  concern	  is	  the	  need	  to	  ensure	  that	  
sensitive	  data	  applications,	  involving	  finances,	  health,	  ethnicity/race,	  and	  youth,	  
among	  others,	  are	  addressed.	  	  
	  
Indeed,	  as	  we	  urged	  in	  our	  July	  2012	  Comments	  to	  the	  Federal	  Communications	  
Commission	  (CC	  Docket	  No.	  96–115,	  Telecommunications	  Carrier's	  Use	  of	  Customer	  
Proprietary	  Network	  Information	  and	  Other	  Customer	  Information),	  
	  

Mobile	  marketers	  continue	  to	  expand	  their	  mobile	  and	  location	  data	  
collection	  practices	  with	  insufficient	  regard	  to	  consumer	  privacy—placing	  
the	  public	  at	  risk.	  Given	  the	  growing	  use	  of	  mobile	  phones	  and	  locational	  
applications	  delivering	  critical	  services	  involving	  personal	  finances	  and	  



	   2	  

health	  information,	  it	  is	  incumbent	  on	  the	  FCC	  (and	  FTC)	  to	  develop	  
safeguards	  that	  empower	  the	  public	  to	  be	  in	  charge	  of	  mobile	  data	  
collection.3	  
	  

Far	  from	  a	  science-‐fiction	  plot	  in	  which	  the	  machines,	  for	  good	  or	  ill,	  collectively	  
assert	  their	  free	  will,	  the	  IP	  connectivity	  that	  is	  at	  the	  heart	  of	  the	  “Internet	  of	  Things”	  
is	  well	  established—and	  increasingly	  monetized—in	  the	  mobile	  marketplace.	  
Relatively	  few	  household	  appliances	  or	  medical	  devices	  today	  have	  been	  imbedded	  
with	  IP	  addresses,	  it	  is	  true.	  But	  the	  advertising-‐driven	  data	  collection	  system	  that	  
will	  one	  day	  undergird	  such	  connectivity	  (and	  which	  already	  grows	  more	  pervasive	  
and	  powerful	  every	  day,	  we	  would	  argue)	  is	  well	  established.4	  	  Marketers	  help	  
embed	  data	  collection	  applications	  for	  targeted	  marketing	  within	  new	  and	  emerging	  
platforms	  and	  services.5	  Consumers	  confront	  widely	  used	  but	  little	  known	  tracking	  
marketing	  paradigms—such	  as	  Path	  to	  Purchase	  and	  SoLoMo—which	  reflect	  how	  
consumers	  are	  being	  monitored	  and	  subsequently	  reached	  whether	  they	  are	  at	  
home,	  in	  the	  street,	  or	  shopping.6	  
	  
The	  mobile	  phones	  that	  the	  vast	  majority	  of	  Americans	  carry	  with	  them	  everyday,	  
after	  all,	  are	  chief	  among	  the	  many	  “things”	  that	  are	  now	  part	  of	  the	  Internet	  
universe.7	  As	  CDD	  filed	  at	  the	  FCC	  in	  2012,	  	  
	  

…	  mobile	  devices,	  no	  longer	  a	  luxury	  or	  merely	  an	  option,	  have	  become	  a	  
fundamental	  part	  of	  the	  communications	  and	  marketing	  landscapes—
increasingly	  integrated	  into	  the	  broader	  cross-‐platform	  system	  of	  digital	  
marketing,	  data	  collection,	  and	  targeting.	  Second,	  these	  devices	  are	  unique,	  
with	  specially	  designed	  user	  interfaces	  that	  raise	  significant	  consumer	  
protection	  and	  privacy	  issues.	  Third,	  the	  growth	  of	  the	  “mobile	  marketing	  
ecosystem,”	  and	  the	  rise	  of	  locational	  targeting,	  pose	  new	  challenges	  to	  
consumers	  as	  they	  confront	  sophisticated	  and	  non-‐transparent	  techniques	  
designed	  to	  collect	  and	  manipulate	  their	  information	  for	  marketing	  and	  other	  
purposes.8	  
	  

The	  power	  of	  the	  mobile	  revolution,	  and	  its	  enormous	  impact	  on	  so	  many	  aspects	  of	  
our	  personal	  and	  professional	  lives,	  has	  been	  amply	  chronicled.	  	  But	  consumers	  are	  
largely	  unaware	  of	  the	  dramatic	  growth	  of	  mobile	  marketing	  applications	  that	  
identify	  and	  target	  them	  in	  real	  time.	  Marketers	  are	  directing	  these	  changes,	  as	  a	  
leading	  marketer	  focused	  on	  the	  mobile	  platform	  wrote	  recently	  in	  the	  Harvard	  
Business	  Review:	  
	  

Mobile	  technology	  presents	  all	  marketers	  with	  a	  tantalizing	  proposition.	  
Mobile	  devices	  function	  like	  an	  extension	  of	  ourselves,	  present	  throughout	  
every	  moment	  of	  our	  day,	  an	  arm's	  reach	  away	  at	  night,	  and	  panic-‐inducing	  
when	  outside	  our	  reach.	  They	  are	  globally	  ubiquitous,	  and	  ownership	  
frequently	  transcends	  economic	  and	  social	  boundaries.	  …	  The	  key	  reason	  
behind	  this	  hesitation	  is	  the	  speed	  at	  which	  mobile	  reached	  scale,	  coupled	  
with	  the	  unrelenting	  pace	  of	  disruption	  in	  the	  mobile	  ecosystem.	  To	  
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understand	  this	  rapid	  scaling	  relative	  to	  other	  landmark	  consumer	  
electronics,	  consider	  this:	  It	  took	  38	  years	  for	  the	  radio	  to	  reach	  an	  audience	  
of	  50	  million	  consumers,	  13	  years	  for	  television,	  four	  years	  for	  the	  Internet,	  
but	  only	  two	  years	  for	  the	  iPhone.9	  

	  
New	  mobile	  and	  geo-‐location	  technologies	  enable	  more	  precise	  tracking	  and	  
targeting	  of	  users,	  through	  such	  techniques	  as	  “geo-‐fences”	  that	  alert	  users	  to	  
special	  offers	  available	  from	  nearby	  merchants.10	  The	  extent	  to	  which	  marketers	  can	  
now	  stalk	  mobile	  users	  is	  clear	  when	  examining	  geofences,	  which	  allow	  “developers	  
to	  draw	  any	  area	  on	  a	  map—a	  circle,	  a	  polygon—a	  state	  border—and	  create	  a	  
‘trigger’	  event	  when	  a	  mobile	  device	  enters	  or	  exits	  the	  virtual	  area.	  The	  trigger	  can	  
be	  a	  marketing	  offer,	  an	  alert	  or	  alarm,	  a	  log	  file	  or	  an	  event	  record.	  Typical	  
geofences	  include	  areas	  around	  retail	  store	  locations,	  malls,	  airports,	  arenas,	  schools	  
or	  state	  boundaries.”11	  Highly	  hyper-‐local	  mobile	  targeting	  now	  enables	  marketers	  
to	  identify	  a	  consumer	  in	  real	  time	  who	  may	  be	  near	  a	  competitor’s	  store,	  who	  can	  
then	  by	  reached	  via	  the	  mobile	  device	  to	  come	  to	  a	  different	  nearby	  location.12	  
	  
The	  growth	  of	  mobile	  ad	  targeting,	  especially	  through	  ad	  exchanges,	  illustrates	  how	  
a	  consumer	  can	  now	  easily	  be	  identified	  and	  sold	  to	  the	  highest	  bidder	  in	  
milliseconds.13	  Marketers	  and	  agencies	  have	  focused	  considerable	  resources	  to	  
understand	  how	  mobile	  device	  users	  behave,	  and	  the	  best	  ways	  to	  target	  them.	  
Perhaps	  one	  the	  most	  emblematic	  illustrations	  in	  how	  today’s	  digital	  medium	  
provides	  real-‐time	  targeting	  is	  the	  growing	  use	  of	  mobile	  coupons,	  which	  has	  been	  
widely	  embraced	  by	  consumers.	  The	  growth	  of	  Quick	  Response	  Codes	  also	  helps	  
connect	  the	  geographic	  environment	  with	  online	  consumers’	  digital	  experience.14	  
	  
Current	  data	  practices	  reflecting	  the	  growing	  use	  of	  “Big	  Data”	  applications	  now	  
allow	  for	  the	  nearly	  instantaneous	  merging	  of	  offline	  and	  online	  data	  for	  consumer	  
profile-‐based	  targeting.	  Facebook	  and	  many	  others	  are	  also	  increasingly	  merging	  
shopper	  buying	  data	  with	  online	  information	  so	  a	  user	  can	  be	  specifically	  targeted.	  
Consumers	  can	  now	  be	  tracked	  across	  all	  of	  their	  major	  platforms	  as	  well.15	  	  
	  
Companies	  like	  Google	  have	  developed	  a	  marketing	  paradigm	  that	  reflects	  the	  
consumer’s	  journey	  both	  online	  and	  in	  the	  real	  world.	  Known	  as	  the	  “Path	  to	  
Purchase,”	  this	  360-‐degree	  approach	  outlines	  precisely	  where	  consumers	  can	  be	  
tracked	  and	  targeted,	  both	  online	  and	  off,	  overtly	  and	  covertly.16	  Advances	  in	  
shopper	  marketing	  and	  facial	  and	  gesture	  recognition	  locational	  technologies	  
contribute	  to	  the	  infrastructure	  of	  pervasive	  consumer	  tracking	  at	  the	  core	  of	  
today’s	  Internet	  of	  Things.17	  
	  
Despite	  the	  FTC’s	  2012	  privacy	  report,	  with	  its	  call	  for	  just-‐in-‐time	  consumer	  
notification	  and	  other	  safeguards,	  the	  combined	  impact	  of	  the	  mobile	  marketing	  and	  
real-‐time	  data	  revolution	  and	  the	  Internet	  of	  Things	  places	  consumer	  privacy	  at	  
greater	  risk	  than	  ever	  before.	  The	  need	  for	  new,	  more	  robust	  safeguards	  is	  
especially	  clear	  in	  the	  areas	  of	  financial	  and	  health-‐related	  transactions	  online—as	  
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well	  as	  in	  all	  matters	  concerning	  multicultural	  groups	  and	  children,	  who	  are	  
growing	  up	  in	  this	  new	  era	  of	  pervasive	  computing.18	  	  
	  
In	  the	  financial	  area,	  the	  pending	  growth	  of	  mobile	  wallet	  is	  just	  the	  latest	  example	  
of	  how	  both	  consumers	  and	  marketers	  are	  conducting	  transactions	  in	  real	  time.	  
Consumers	  now	  can	  be	  targeted	  on	  the	  spot	  for	  a	  payday	  loan	  or	  some	  other	  
financial	  product.	  Hardly	  anyone	  is	  aware	  of	  how	  financial	  marketers	  are	  using	  
mobile	  and	  social	  media,	  as	  well	  as	  ad	  exchanges,	  to	  target	  a	  consumer	  for	  a	  
financial	  matter.19	  In	  the	  health	  area,	  a	  consumer’s	  “patient	  journey”	  is	  closely	  
tracked	  and	  analyzed,	  and	  they	  are	  offered	  up	  to	  pharmaceutical	  companies,	  surgery	  
centers	  and	  other	  medical	  marketers.20	  	  
	  
Hispanics,	  African	  Americans,	  and	  Asian	  Americans	  are	  in	  the	  forefront	  of	  using	  
mobile	  devices,	  in	  part	  because	  that	  is	  one	  of	  the	  most	  affordable	  methods	  to	  obtain	  
Internet	  access.	  These	  multicultural	  groups	  are	  being	  targeted	  in	  real	  time	  with	  an	  
array	  of	  mobile	  and	  social	  media	  data-‐driven	  targeting,	  including	  for	  financial	  and	  
health	  services.	  They	  require	  a	  special	  focus	  from	  the	  commission	  as	  it	  examines	  
this	  issue.21	  	  Finally,	  teens	  are	  often	  at	  the	  epicenter	  of	  the	  real-‐time	  tracking	  and	  
targeting	  environment.	  The	  commission	  has	  previously	  acknowledged	  that	  they	  
require	  unique	  safeguards,	  and	  they	  should	  also	  receive	  attention	  as	  it	  examines	  this	  
issue.22	  
	  
The	  FTC	  should	  focus	  its	  work	  on	  the	  Internet	  of	  Things	  to	  include	  a	  thorough	  
examination	  of	  the	  current	  landscape	  and	  its	  impact	  on	  privacy	  and	  consumer	  
protection.	  By	  engaging	  stakeholders	  in	  a	  debate	  on	  what	  is	  required	  today,	  the	  
commission	  may	  contribute	  in	  better	  safeguarding	  the	  public	  in	  the	  digital	  world	  of	  
tomorrow.	  
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